MHorue mnonap30BaTENM yKE HE
BocnpuHrMaroT Mail.Ru kak monysspHbIi
IMOYTOBBIN CEpBUC 51 KPYITHOTO
POU3BOAUTENS POrpaMMHOTO
obecnieuenus. Ha ceromass  Mail.Ru
aCCOLIMUPYETCSl y HHUX C HaBA3aHHBIM
MTOMCKOM B CBOEM
Opaysepe, CiyrHukoM, Arentom, Guard-
oM, Opay3epom Awmmuro. Y HUX
copMupoBagach HENPUA3Hb K MPOIYKTaM
MailRu — B oOCHOBHOM WU3-3a WX
HEUYECTHOT'O PacIpOCTPAHCHUSI.
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Kak daHHble npo2pammel nonadarom Ha HawWU KOMNblomepbl

I1O ot Mail.Ru He 0c060 KOMY-TO HY>KHO, ¥ [IEJICHAIPABICHHO €T0 YCTAaHABIIUBATH JIFOJIU HE XOTHIT.
Kommanuss Mail.Ru 3akmrouaer nmoroBopsl ¢ coT-XxocTepamu, BEHAOpaMH,  BJIaJeibIIaMU
(haiinooOMeHHUKOB, pa3padorunkamu Apyroro [10, 4ToOkl Te 3a ONpeIeICHHYIO TUIATy JO0OAaBISUTH B CBOU
YCTaHOBILUKH €1Ie ¥ YCTaHOBIIMK porpamm ot Mail.Ru.

WNnem MBI Ha Kakoi-TO mopTtai ¢ copToM (0OBIMHO ¢ OECIIATHBIM), U CKAaYMBACM YCTAHOBOYHBII
(haiin HyXHOI mporpamMMbl. B MOMEHT coXpaHEHHs WIH 3alycka 3TOro (aiiia Mpl coriamaeMmcs U Ha

ycraHoBky 10 u cepBucoB ot Mail.Ru.

I/IHOF}Ia MBI 3TO ABHO BUJUM, U MOXKEM OTKA3aTbCs, CHAB COOTBCTCTBYIOIINUEC I'aJIKHU:

(D 3arpys«a daiina - Jibeuro.DivX kunpendelek.ru.rar =] @ =

Bbl ckaumeaeTe dain: Jibeuro.DivX.kunpendelek.ru.rar

VKawMTE NyTh ANA COXpaHeHns daiina:

C\Users \HI; Dowﬁloads 7 0Obzop...

Cewinka Ha ucxoaHyro crpanuuy: http: /fturbobit.net/m7lv Smczb4hd.himl

YeTaHoBiTh CnyTHUK @Mail.Ru

aHOBWTE Mail.Ru CTapTOBOM CTpaHMUER 1 HaCTpouTe Monak@Mail,Ru nomckosoi
CMCTEMOM No-yMenYaro 8 bpaysepe

Momouib Ckauatb

I/IHOF,I[a HE OYCHb SIBHO. B JaHHOM CJIy4dac rajkv HC aKTHBHBI, U 9TOOBI UX CHATH l'IOHaI[06I/IJ'IOCI)
CHayvaJia CIKHYTb MBIIIIKOH O TpeTBefI CBCPXY lrajikC, U TOJIBKO IMOCJIC 3TOTO OHU aKTUBU3HUPOBAJINCH.
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| ol 3arpy3ska “install.exe” n |

CoxpaHnTts ninm OTKpLITh 3T0T Gain?

Wma:  install exe

| - "

l; % i Pasmep: 41,6 Mb

. Ws: totalsoft.org

‘ Ckavams | CoxpaHuts OmmeHa

[ ‘_q] Coxparmn're 3TOT $aiin TONLKO ECNW Bbl AOBEPAETE €70 MCTO'«!HMK)'!
" / iy ) ' 1 MO A

v
v

BCTpe‘IaI-OTCSI ClIy4au, Koraa rajixku CIipsATaHbl TaK, UYTO YBUACTb UX NPAKTUYCCKH HCBO3MOKHO.

Ecnu MBI HE CHSUIM 3TH TaJIKd, TO IOMUMO TOM IPOTpaMMbl, KOTOPYIO Kadaliu, Ha pabodeM cToe
TakKe ToABATCS spibiku Amuro, Mickats B UaTeprere, BKonTtakre, Onnoknaccauku, Kometa, Kinoroom
Browser, Amwuro. Mysbika, BupousmeHeHHbll «llyck»; B Opayzepax OymeT 3aMeHeHa CTapTOBas
CTpaHUIIA U TTOSBUTCS MaHEIh HHCTPYMEHTOB oT Mail.Ru; B «/lucretduepe 3amaqu» Bo Bkiaake «IIpomecch»
— Mail.RuSputnik, Mail.RuUpdater u eriie MHOr0-MHOT'O 4€ro APYroro.

Komnanus Mail.Ru yrBepskaaer, 4To yAaauTh ¢ KOMIbIOTEPA UX COPT OUEHb IPOCTO — TOCTATOYHO
JIEMHCTAJUIMPOBATh MPUIIOKEHMS, 3aiid B «Ilanens ynpasnenus — [IporpamMmmMel 1 koMnoHeHTs». Ho oHM
JaykaBaT. Bo-miepBbix, B Opay3epax NOHMCKOBUKOM IO ymonuyaHuio ocraetcs Mail.Ru. Ho rmaBHoe, 4to
nocne ynaieHus codra, Ha Kommbiorepe octaerca ¢ain Mail.RuUpdater.exe, KoTOpblii CcUAWT B
aBTO3arpy3Ke U CIyCTs Kakoe-To BpeMs ckauuBaeT u3 Murepnera I10 ot Mail.Ru u ycranasiusaer ero B
(OHOBOM pexHUMe — 1a’Ke HE CIIpallBasi HALIETO pa3pelIeHHUs.

HeI/ICKYI_HCHHHﬁ OJIB30BaTCJib, HC 3HAA 00 9TOM, HC MOXCT n30aBUTHCS OT JaHHOI'O CO(I)Ta.

6-* *x 1 » Vova » AppData » Local » MailRu v| ¢ Mowncie MailRu
¢ Ws6panHoe Vinas JaTa usmeHeHua Tun
4 3arpysku (@ MailRuUpdater.exe 28.04.2015 20:18 MpunoxeHwe

| Hegaenue mecta

AHTHBUPYCHI TaKXKe He yOeperyT Bac OT 3THUX MPOrpaMM, T.K. OHH HE SBJISIOTCS BUPYCaMU. DTO MO
CYTH JIETAIbHBIN COPT, KOTOPBIA MBI CAMU K€ SKOOBI COTJIACUIIUCh YCTAHOBUTD.

Hpyrue, Hanpumep, SHAEKC, pacOpOCTPaHAIOT cBOil copT aHaimoruyHo. Ho He Tak arpeccuBHO.
Hecnpocra nons3oBarenu Pynera neBzmoounu nmenHo Mail.Ru 1 ux nmporpammHoe obecrieueHue.

B TOoT MOMeHT, Korja 3To BCE MOSIBIISIOCH 51 OTKpbUI «Jlucnerdep 3amau» Windows: BO BKiIaaKe
«IIporeccr» Bucenu mporeccsl Mail.Ru updater u MailRuSputnik:
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- AwvcneTtuep 3aaau -

:Oaﬁn Mapametpel  Bug

Mpoueccel | MponsEoaUTENEHOCTE ‘ KypHan npunoxeHnit AgTO3arpyska { Monbscsatenn ‘ MoapobHo

5 7% 60% 99%

Wma CocrosHue U Mamate Hinck
(£ Kometa browser command line ... 0,1% 1,8 Mb 7.0 Mb/c

(£ Kometa browser command line ... 0% 1,7 Mb O MB/c

(£ Kometa browser updater (32 u... 0% 1,3 Mb 0 Mb/c

£ Launcher (32 Bura) 0% 80 MB O MB/c

@ Mail.Ru updater (32 6ura) 0% 33MB 0 MB/c

& MailRuSputnik (32 6ura) 0% 3,7 Mb OMB/c

[=7] Microsoft Office Software Prote... 0% 1,9 MB 0 MB/c

Ha BKJIaJIKe «ABTO3arpy3ka» ObUIM OHH ke 1 AMigo:

o Ancnetuep 3aaau -
- @aiin  [Mapametper  Bug

Mpouecce! | MpousBoAUTENBHOCTE ‘ KypHan npunoxenuii | ABTO3arpyska | Monsscsatenu | MoapoBHocTy

AnutensHoCTe NocneaHero samycka Bl

Vims Wzaatens Cocrtoanue Bnuanue Ha 3a...
M Amigo A LLC -MaiI.Ru ] Brnroyero ‘ He nsmepero -
(2" Delayed launcher Intel Corporation BkntoueHo Huzkoe
ps Kaspersky Endpoint Security... Kaspersky Lab ZAO Brnrouero Beicokoe
L Launcher Tensor Company Ltd Brnrouerno Beicokoe
@ Mail.Ru updater Mail.Ru BrnroueHo He nsmepero
Q, MailRuSputnik BraroueHo He usmepero
|:_,‘ Microsoft Office 2010 comp... Microseft Corporation Brnrouero Cpeanee

YoaneHue sceli 3apazel nod HazeaHuem «Cogpm om Mail.Ru»

1. Unem B «Ilyck — Ilanens ympasnenuss — IIporpammer — IlporpamMMbl U KOMIIOHEHTHI». B
OTKPBIBIIIEMCSI OKHE COPTHPYEM MpPOTpaMMBbI [0 JaTe ycTaHOBKU. CBepXy OTOOpa3siTCsS MPOrpaMMBI,
KOTOpbI€ YCTAHOBUJIMCH CETOJIHS. Y ajlsieM UX BCE M0 OYepe/Iu:
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nporpass Mail fu
Kometa
Kometa
Mail R
q x 12l Dew World
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[ \be Systems Incorporated 2042005 600 MBE
1 pe Technologies SA. 08.04,2015 483 MB
5 | Yaaawms | Omat | nriugpy oMHCPORNO0 0204201 265 M6
4 e 0303.2015 415 M6
&) Canon MF Toolbox 4.9.1,1mf17 CANON INC, 03232015

2. Unem B «/lucmietdep 3amauy». i1 3TOr0 MOXKHO IICIKHYTh MPAaBON KJIABHIIEH MBIIIN BHH3Y
9KpaHa Ha IaHeNnu 3aJad U BbIOpaTh NYHKT «Jlucnerdep 3amau» (B Windows 7 IyHKT Ha3bIBaeTcs
«3aIyCTUTh AUCIIETYED 3a71a9»):

Manenn

Pacnonoxute okHa Kackajaom
PacronoxuTe DKHa CTONKOH
Pacnonoxwmre okHa pPRgOM

Mokasats pabounit cton

- 3aKpenuTb NaHens 3ajay

12:56
04.06.2015

Ceoiictea

B3 () = ENG

Bo BKJIaAKE «Hpoueccm» HaxoJguM, 4TO €1I€ OCTAJIOCh OT IMporpamMm, KOTOPBIC MbI YIaJIUIIH.

IMepasrii u3 mporeccoB — Kometa browser updater. Ilenkaem o HeMy MpaBoi KJIABHIICH MBIIIN —
BbIOMpaeM MyHKT «OTKPBITH pacmoiokenue daitnay (B Windows 7 — «OTKpBITE MeCTO XpaHeHus (aitiay):
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i [ucnetuep 3aaau

| Oaiin Mapamerpel  Bug

Mpouecce! MpoussoputensHocTe | XKypHan npunoxenni irAaTosairpyzxa I Monescsatenn Lﬂo.qpo&

e 0% 46% 2%

Wiran CocrosHue L Mamate Awck

Vs Kaspersky Endpoint Security 10 ... 0% 17,7 Mb 0,1 Mb/c

> [ Kaspersky Security Center Netw... 0% 18,7 Mb 0 Mb/c

[87] Kaspersky Security Center Vulne... 0% 7,0 Mb 0MB/c

{£ Kometa browser updater (32 6u... s Crsimns 0 Mb/c
CHate 33g34y j T

(£ Kometa Launch Panel (32 6ura) 3HaueHuA pecypcos > 0MB/c

£ Launcher (32 Buta) Cogars bl st 0 Mb/c

& MailRuSputnik (32 6ura) Floapotm 0 MB/c

b [T Microsoft Office Software Prote... I ! OTKpbITE pacnonoxenue daina I 0 Mb/c

¢=u Microsoft Windows Search Filte... Monck e Vktepriere 0 MB/c

Oy g . CeoiicTea
¢4 Microsoft Windows Search Prot... 0 Mb/c

OTKpoeTcss OKHO — €ro IOKa JIBUTaeM B CTOPOHY. A Ha TpoIecce IelIKaeM emie pa3 IpaBou
KJaBumiei u Beioupaem «CHTH 3ana4uy» (B Windows 7 — «3aBepmuTh npoiiece»). [Iporecc ucuesner:

frad Auvcrietuep 3aaay

] ®Daiin Flapamerpbli Bj,q

l Mpouecce nPOMSBOAMTeanO(TbI Kypxan npmoxenmﬁjjAaTosarpysxa | Elonbsosarenurl Moapobi

2 0% 47% 4%
Wma CocroaHue ur MamaTe Aunck
¥ Kaspersky Endpoint Security 10 ... 0% 4,9 Mb 0 Mb/c
Wa Kaspersky Endpoint Security 10 ... 0% 51,0 MB 0,1 Mb/c
[27] Kaspersky Security Center Netw... 0% 18,5 Mb 0 Mb/c
[271 Kaspersky Security Center Vulne.., 0% 7.0 MBb 0 Mb/c
{£ Kometa browser updater (32 6u... : — oo DEME . OMB/c
CHaTb 33834y
' 4
{£ Kometa Launch Panel (32 Bura) S ateri PECYPCOs S 0 MB/c
L Launcher (32 6uTa) z 0 MB/c
Cozgate daitn gamna
Q, MailRuSputnik (32 6ura) 0 Mb/c
MoapobHo
[=7] Microsoft Office Software Prote... OTKpbITE pacnonokerne paiina 0MB/c
&= Microsoft Windows Search Filte... Mowck 8 Wnteprere OMB/c
¢ Microsoft Windows Search Prot... Chafcrea 0 MB/c

BosBpamaemcsi Kk OTKpBIBIIEMYCS OKHY — B HEM IIEJKaeM IIpaBOM KiaBuImed Ha (aiine
kometaup.exe — «Y nanuTh:
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a /= 33 : Brigenw
1= | § X’ Sepesare | iga MepemecTuTe B 4\ Unlocker m AN
= b W] Ckonuposats nyTs o N o0 CHATL B
Konuposatb Bctasnts [ v NpasnTb :
[2] BcrasuTs apabik E Konnposars 5 HJ Oépatn
‘ Bydep obmeHa /nopt Beipesam Beiz
= Konuposate
©) v 1 L » Vova » AppData » Local » Kometa Kometa
Cospate apnbik
7 WsBpanroe Yoz I Ypanute l
& 3arpyzku 1 Panel Mepenmeroeats aiinamu
‘ ] Hepasnue mecta | StartButton Cadiicna baiinamu
P

‘ B PaBounii cton f?kometaup.exe

[Tocne storo Bo Bkiangke «lIpomeccel» menkaeM MpaBOl KIABUIIEH MBIIIN 10 CIEAYIOLIEMY
npoiieccy, Kotopsiii Ha3biBaeTcsi Kometa Launch Panel — Beioupaem «OTKpBITh pacionoxeHue gaiiiaay:

1 [Avcnetuep saaau ke

[Oaﬁn Mapametpel  Bug ‘

l Mpoueccel » MpoussoauTEnsHOCTE | XKypHan npunoxenuin l AsTo3arpyska | Monszosatenn | ﬂb,qpoﬁnocru | C.‘IL‘

i

3 0% 53% 5% 0% |
WNma CocroaHue ur MamaTe Auck Cetb ‘
b [E7 Intel(R) ME Service (32 6ura) 0% 0,5Mb OMB/c  OMéur/c
pa Kaspersky Endpoint Security 10.... 0% 4,9 Mb O0MB/c O M6ut/c
[27] Kaspersky Security Center Vulne... 0% 7,0 Mb O0MB/c 0 Méut/c
{£ Kometa Launch Panel (32 6uta) i S OMB/c 0 M6ur/c
CHaTe 33834y

L Launcher (32 6ura) 0 MB/c 0 Méurt/c

3Ha4eHns pecypcos »

& MailRuSputnik (32 6ura) 0MB/c 0 Méut/c

Cozgate daitn gamna

b [87 Microsoft Office Software Prote... 0MB/c 0 Méut/c
MoapobHo
> [ novaPDF Server I " OTKpbITs pacnonoxeHue daiina l OMB/c 0 M6ut/c
[#7 persistence Module Mowck & VHTeprete 0MB/c 0 Méut/c
. CeolicTea
b [ Pervasive.SQL 9.0 Component (... 0MB/c O Mé6ut/c

OTKpBIBLIEECS OKHO ITOKA OTOJBUIa€M B CTOPOHY. A Ha IIPOLECCE LIEIKAEM ITPaBOW KJIaBUILIEH U
BeIOMpaeM «CHSATH 3a1avqy». Bo3Bpaiaemcst K OTKPBIBIIEMYCS] OKHY — TIEPEXO/IUM Ha 2 YPOBHSI BBEPX:

10 %
S BTHS LPeacrss pasoTes & APVNDE MM Panel - B -
m Fragran MogeanTon Bs ynpasaenue . “
o ¢ & - .
Bupesare b nie Buaemie nee
| 1 A_ A o Nepemecitto s = X Yasawre = l = J 5 B e
- = e Crommpossms ryte . ¥le x Crate eHaLseHne
Konwpasars : ' [ Xonmposate v EUMepewuesggan:  COMAT™ CookcTea P
naney . L, O QSDaTuTy saienesne
¢ Vova + AppData + Llocal » Kometa + Panel v & Mownex: Pane Lo
L Fhepx 20 “Kometa™ (ALT « CTPEKA BBEPX) j Aarz wamenensa Twn Pamuep
T Mibpas
B Serpyen € XometalaunchPanel.exe MLO02015 183 Npanoxewae 14N KB
L. Heaaamne mecta ) kometa-rpe-server.dil M.06.2013 183 Paciunpese rpe 748 KE
Il Patomii cron 24 scier2.dll 04.06.2015 1 Paciuepesine npe 4039 KE

VY nansgem nosiHOCTHIO Manky «Kometay:
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Haneiie B «IIpoueccax» Haxoaum npouecc MailRuSputnik — menkaem no Hemy npaBoii kiiaBuiei
1 KaKk 00OBIYHO BBIOMpaeM MyHKT «OTKPBITh PACHOIOKEeHHE (aiinar.

1 [wvcneTuep 3agau = C
®aiin  [Mapametpsl  Bug
Mpoueccel Lﬂpousso.qmenbﬂocrb KypHan npuncxkennit I AgTosarpyzka I Monbzosatenn l MoapoBrocTi
2 0% 48% 3%
ma CocroaHnue un [Mamats Auck
b py Kaspersky Endpoint Security 10 ... 0% 6,6 Mb 01MB/c OM
i [ Kaspersky Security Center Netw... 0% 20,1 Mb OMB/fc OM
& MailRuSputnik (32 6ura) N2 21 MET OMB/c OM
CHATb 33434y —_—p——
> [®7 Microsoft Office Software Prote.. 0 MbB/c oM
3HayeHna pecypcos »
¢4 Microsoft Windows Search Filte.. » OMB/c OM
Cospate daiin gamna
‘}3, Microsoft Windows Search Prot.. OMB/c OM
MoapobHo
[#7] novaPDF Server I "OtkpaiTs pacnonoxenne baiina | OMB/c OM
[a7] persistence Module Mowuck 8 ViHTeprere 0 MB/c oM
] Pervasive.SQL 9.0 Component (.| | CBoRcrsa OMB/c OM

OTKpoeTcss OKHO — OTOJIBHTAaeM €ro HEHaJOoJTo B CTOPOHY. A Ha Tpoliecce IIeJKaeM ele pas
MBIIIKOM — “CHSATB 3a1auy’.

BosBpariaemcst K OTKpBIBIIEMYCSI OKHY C (haiilioM — B HEM MEPEXOANM Ha 3 YPOBHS BBEPX U yIaIsieM
nanky Mail.Ru co Bcem conepxumbIiM:

- =y |
R AV 2 Cpeactza paboTis ¢ NPABCOCEHIAMIN ptis |
Taamwan NogeanTas By PNpaARAEs e 0 !
=1 Bupesan: - s BaizeanTs nce ‘
- A Bus & Nepenecnmu s~ X Yzaawrs v ‘ ¥ o &8
— M CrommpossTs nyre o & O nre Bmgsaenme
Konnpanate Sonannme | CiKonmwponare s ™ B Nepenmemanar Comane CaoicTea
& S = TR RaTS VIS NeRETY ,,.:,,, . 07 O6pstity sugesswne
0 v Vova » AppData » Local + MailRu » Sputnik + ptic v G Monce ptis p ‘
= Baepn 4o “Sputnd” (ALT « CTPENKA BBEPX) ] LT3 isaenesue Ton Przep |
WV

& Serpysen ‘ M‘HMM:MN A.‘nu"l,'!‘- W lpnre = erne 106 6
2L Hegaamne secra | ptises 083 !

Sailn IKG
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Mogenutbca Bug

4 Buipesats

- [%2) CxonuposaTts nyTe
Konuposate Berasuts

|
|

i MepemecTus g

{21 Konuposate 8|

Mogenutbca
5] CurHxporunsauma obLyux nanok
JobaenTs B GubnnoTeky

33erﬂmb Ha Ha4yanbHOM 3KpaHe

88 Boigenuts
CHATb BbIZ

} =

I6a

2} BcrasuTe spAbik «}\ o epar L) A OBpatuTs
‘ g Jo6aenTb B apxmE... -
&) + 1 » Vova » AppData » Local » | [ g JoBaeuTs & apxue "Mail.Ru.rar" Mowck: Loca
I WsBpanHoe vt Ompaeute Tun
ElevatedDiagn Manka ¢ daiinam
18 3arpysku edDiag Bomeate nka ¢ painamm
CETT GHISLER Manka c painamu
=) HeaaeHue mecta Konupogsats .
BB Pa6ounii cron Google Manka c daitnamn
Help Cozpats apabIk Manka ¢ ¢annamm
& Howaiiivion rpyiina Inte!_CorpcratI Yaanute Marka c daiinamm
jTEXFBaPGODS| Mepenmerosate Manka c daitnamn
{8 3ror comnsroTep B Macromedia | By Manka c aitnamm
Mail.Ru Manka c dainamm
“‘ i MailRu Manka c daitnamn
Microsoft Manka c daiinamm
Microsoft Help Manka c daitnamn
<
3nementoe: 39 Buibpan 1 3nement
Tyt MTOMHUMO TOJIBKO 4TO yIaJIeHHOU HaIKH Mail.Ru, B C:\Users\ms

noas3oBares\AppData\Local ects emé ogna nanka ¢ HasBanueMm MailRu (Ha3Banue Takoe ke, HO Oe3
toukH). B Heit nexur ¢aiin MailRuUpdater.exe, xots B «IIporeccax» ero He Obi10. Y aaisieM 3Ty Hanky:

Il = MailRu
m FhasHas Nogenntbca Bug
= BoipesaTt e . Coevi } i
MMPOEATL NYTE b Tl
BaTb Brrasuts E3Tb B i MNepeumerosats | C034aTh
g BWTH nanky
€) v. @ » Vova » AppData » Local »
i Va6pannoe Wms [arta nameHeHuna
B 3arpyzkn @ MailRuUpdater.exe 28.04.2015 20:18

= HeaaeHue mecta

CeoiicTBa

2 BB Brigenut

o CHAaTb BB
UU O6patuT

¢ Monck: MailRu

Tun

Mpuaoxenue

OueHp BaxkHO yhanuTh nanky c Qaitmom MailRuUpdater.exe. T.x. 3TOT ¢Qaiin nocensercs B
aBTo3arpy3ke Windows u ckauuBaet B (hoHOBOM pexxume copt oT Mail.Ru. T.e. naxe ecnu Bbl yanure ¢
KoMIIbIoTepa Bee nporpammbl oT Mail.Ru, Ho B cucteme octanercs MailRuUpdater.exe — uepe3 HekoTopoe
BpeMs Bbl 0OHAPY)KUTE, YTO BCE yaJICHHbIE IPOrpaMMbl CHOBA MOSIBUIIUCH HA BallleM KOMIIBIOTEpPE.

3. Bcsa apsiHb, KOTOpas 3aKkayanach CEroJHS Ha Hall KOMIIBIOTEP C TOTO MOMEHTa, KaK Mbl
3aIyCTHIIM HEU3BECTHBIN exe-(ailn — ceituac nexut B nanke Temp. [ToaToMy oTKpbiBaeM e€ u yaaiiseM B

Hell BCE.

Nnem B C:\Users\Umst moms3oBarens\AppData\Local\Temp. Bsigensem BcE, uTo 31€Ch €CTh U
yaansieM (BO3MOYKHO KaKhe-TO (Gailiibl OTKaXYTCS yAAISThCsA — HUYETO CTPAITHOTO, YCTh OCTAIOTCS):
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W2 = Temp =

m ThasHas Mogennteca Bug " 0
':jj % | s MepemectuTo B ~ x Yaanute ¥ | L \ L\‘_:r ‘J ‘:' 3 E BofiEenuib Bce
! == @ sl i 3 [2 oo CHATb BeAENEHME
TSR 6] et Nommanenens: ) Renromo cﬁ:ﬁgb Csotcrsa & - OBpaTuTs BHIgeneHUe
‘ Bydep o6meHa Ynopago4unThb Co3aath OTkpbiTe BoiAennTs
@ @ v A I . » Vova » AppData » Local » Temp | v & Mounck: Temp L
't Vis6panrioe Wiraa Aara MSM;HQHHR Tun Pasmep N
14 3arpysku (£ JicYUhJ2zQ21.exe 04.06.2015 10:23 Mpunoxerue 59 839 Kb
] Hegashue mecta | rsxszthxpz.crx 04.06,2015 10:21 ®ain "CRX" 3Kb
B PaGouwii cron [74] eAJDyQLSGRWL exe 04.06.2015 10:20 Mpunoxexne 597 Kb
@ SYmOTmHn6Xks.exe 04.06.201510:19 Mpunoxexne 597 Kb
+&) Jlomawmas rpynna [ 1TTWvBRNep7sP.exe 04.06.2015 10:18 Mpunoxenne 597 Kb
|| cprogram files (x86)opera20.0.1387.770pe... 04.06.2015 10:16 ®ain "LOCK" 0KB
18 3ror KomnstoTep | opera_crashreporter.log 04.06.2015 10:16 TekcToBbIi AOKYM... 0 Kb
B ykZxv3BghOt2.exe 04,06,201510:15 Mpunoxerune 597 Kb
Qh Cei @ yeFMzYfPSR2x.exe 04.06.2015 10:13 Mpunoxerue 597 K&
| C978.tmp 04.06,2015 10:13 ®ain “TMP" 1738Kb
#4 IMrAHFY75K7E exe 04,06.2015 10:12 Mpunoxexne 46 860 Kb
[ rQZGP4d59rVp.exe 04.06.2015 10:12 Mpunoxexne 597 Kb
| GoMailRu.ico 04.06.2015 10:11 3Ha4ox 2Kb
| MailRu.ico 04.06.2015 10:11 3HauoK 1KB
| tmpC364.tmp 04.06,2015 10:10 Dain "“TMP" 1KB
* AFFsVVREIXKA.exe 04.06,2015 10:10 Mpunoxerue 3861KE| v
<
3nemenTos: 75 Beibpano 75 anem.

4. 3amyckaem nporpammy CCleaner. B Heii ciieBa BbiOupaem Bkiaaky «CepBuc — ABTO3arpysKay.
3neck B niepBoi Briagke « Windowsy BuaKM, 4TO TPOMKCATIOCh B ABTO3arpy3Ky cucteMbl. Minem 3anucu
o core ot Mail.Ru — 3aTem oTKIIIOYaeM UX U yAaJseM:
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CCleaner Free
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Bepxuss ctpoka — »to CnytHuK; moja Held — KomeTa; a TpeTbs CTpoka — OTBEYaeT 3a TO, YTO B
Opay3epax y HaC B Ka4eCTBE CTAPTOBOM CTPAHMIIBI OTKPHIBAeTCS calT smartinf.ru.

OTkiIr09aeM KakKIylo CTPOKY (crpaBa KHONKA «BBIKIIIOUNTEY), a 3aTeM KMEM KHOMKY « Y JaJIUTh»:
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Teneps ¢ momomnisto Toro xe CCleaner cienaem Ha BCAKHH Ciydail GUHATBHYIO YHCTKY:
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3axoauM cieBa BO BKIAAKY “O4ucTka” — )KMEM KHOMKY “AHanu3” — U 3aTeM KHOMKY “Ounctka’:

<

Piriform CCleaner

CCleaner Free v4.16.4763 (64-it)

MS Windk

Pro 64-bit
Intel Cor

0 CPU @ 3.40GHz, 4,0GB RAM, Intel HD Graphics 4400

- o N

Windows | Mpunoeruts | . —
@& Internet Explorer A || AHANMU3 3ABEPLLEH (27.492 cek) A
BpemerHbie dalinsl Spaysepa
OumncTka KypHan nocewermii ByaeT ounweHo npumepHo 583 MB.
' Cookie-hains!
ﬁ Crmcok BBeAEHHBIX aapecos CeeaeHna of yaansemsix dainax (hainbl ewe He yaananucs)
®aitnsl Index.dat =
MocneaHee MecTo sarpyski @Inhernet Explorer - BpemenHbie daitnsl bpaysepa 19 601KB 267 daitn(a,o
[\ AsTo3an0nHeH1e dopm E Internet Explorer - KypHan noceweri 13KB 2 dainfa,0
- QXPEHEHHBIE Napon 2 Internet Explorer - Cookie-thaiinet 3KB 12 dain(a,0
&' | 1M Nposdgauk Windows 1M Nposoarmk Windows - HeaasHe AOKYMEHTHI 23Kb 35 daiin(a,o
Hepahgie AOKYMEHTSI 1% Nposoaruk Windows - Kalu 3ckusos 1KB 6 daiin(a,o
Reponc N (5 merio Tlyck) £ cucrema - OuncTka Kopsurel 213 472KB 80 daiin(a,0
X £ Cucrema - Bpeverble daitnsl 20 344KB 128 daiin(a,o
- £ cucrema - daitnbl xypranos Windows 2951KB 25 daitn(a,o
Criaxu BeicTpokg AocTyna @ Firefox - HTepHET 3w 295829KE 17 759 daitn(a,0
Hacrpotiku [ ceessie napom @ Firefox - XypHan noceléHHbIx caifTos 90 KB 1 daitn(a,o
£ Cnerema @ Firefox - Cookie-datinei 0KB 175 dain(a,0
g::'z::bf;zf; @ Firefox - Ceanc 378 KB 1 tbal:m(a,o
B b ooDera - MHTEepHEeTK3W 860 KB 8 dain(a,o v
[aMns! naMaTH < &
Gorerssmectet W[ ] s o

OHnaﬁHmBBKa I'lse‘n'b ofHoBneHus. ..

OClIe 3TOr0 3axXOJMM BO BKJIAJK CTp” — MEM KHOIIK OMCK Mpo0ieM” — 3aTeM
IT y “Peectp” e y “II pobnem” e
“UcnpaButh” (MOXKETE COXPaHUTh KOIMIO pEeecTpa, Korjaa npeioxar) — “McernpaBuTh OTMEUEHHBIE

< Piriform CCleaner —El

CCleaner Free v4.15.4763 (s45it)

.40GHz, 4,0GB RAM, Intel HD Graphics 4400

He yaaETca HaltTH NpUnoxeHme, ceolnaioiueecs Ha C:\Users
\Vova\Downloads\YTunuTa aBTOMaTHYECKOrO NONCKE
apaiisepa Ha Buaioxy ot AMD\autodetectutility.exe. Kak
npaBuno, 3TO NPOUCXOAMT W3-33 HEBEPHOI AEMHCTaNNALM

OumcTKa inloads\YTunKTa aBTOMATUHECK

vnloads\GeForce_Experience_v2

MPMROXEHMS, »Data\Local\Mozilla\updates\E7CI
»Data\Local\Kometa\StartButton'
Pewenue: yaannuTb 3Ha4YeHue B peecTpe. )Daﬁ“_ocalWail.Ru\MaﬂRuUpdat
pData\Local\Kometa\Panel\panelr
wData'Local\Kometa\Application:

»DataLocal\Amigo\Application\3:

Hactpoitkn

OHNaIH-MpaBKa MpoBepuTL 0BHOBNEHUA. ..

5. Teneps BepHeM Haiu Opay3epbl K TOMY COCTOSIHUIO, B KOTOPOM OHHU OBUIH /10 “3apaskeHus .

B Opaysepe Google Chrome HaxxumaemM KHONKY B TIpaBOM BEpPXHEM YLy W BBIOHpaeM
“Hacrpoiikn”. [lanee BbiOMpaem myHKT “Ilpm 3amycke OTKpbIBaTh — 3aJaHHBIC CTPAHUIBI — YKMEM
“Jlo6aBUTH:
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TF:?] Bes umenn x/ & Hacrpoiiku x \l
« - Ca O chrome://settings

1% Cepeucel || Wnteprer MailRu & Monck 8 MiHTeprete Remove "Ads by Se...

Chrome Hactpoiiku
Wicropws Bxoa
Paciuuperun

BoifanTe, 4ToBbl CHHXPOHU3ZMPOBATE BXAAAKY, UCTOPUIO, 33KN3AKN U APYTUe HAacTpo

| Hacrpoiku CanospemerHo ByaeT BsinonHera asTopusauns 8 cepencax Google. Moapobree..

‘ Boiitu 8 Chrome \

Mpw 3anycke OTKpbIBaTE
) Hosyto Brnaaky

| PaHee OTKPbITHIE BXN3AKA

(@) 3apanssie CTpaHuue: goGasuts ‘—

31ech yaansieM CTpOYKY, KOTOpast IPOIUCaHa:

X
CTpanuusl Npuy 3anycke

‘; deura.ru/?utm_source=startpage038utm_conten... http://dcura.ru/?utm_source=startpage038iutm_content=b2acad8e2.. X

Job6asute crpannuy Beegure URL

) e ]
| Wcnonb3osats Texywive cTpaHnLb! | Ormena | b

3aTeM BBOJAMM Ha3BaHUE HYKHOT'O HaM caiiTa: HalpuMe u.
A , yandex.ru
HNanbiie unem: “Baemnwnii Bug” — “Iloka3eiBaTh kKHOTIKY [ 1aBHas crpanuina’ — “U3mMeHUTH”:

BHewrni sug

L Bb‘épaTb TEMy BOCCTaHOBMTL TEMY NO YMONYSHMIC

W Tlokazsieate xxonky “naskan crpasnua”

utm_source=startpage038utm_content=b2aca48e2a0b9e995fc6f1cd6f01...

| Bcerga noxaseisaTs NaHENs 3aKNAA0K ?

BwmecTto Toro, 4to 31ech HanmKrcaHo — nuiieM cBoe (yandex.ru):

[naexas cTpakunua

() Crpanuua BeicTporo aocryna

. Caenyrowan crpariua: || @ hitp://yandex.ru/

lOK“’OmeHa}

Haneme: “Tlonck” — mensiem Mail.Ru Ha Sngekc:
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Mowuck

Bméepwre OOUCKOBYIO CUCTEMY NO YMOAHAGHWIO,

l @MAILRU "‘ HacTpouTs NOMUCKOBbIE CUCTEMSL., |

| Google |

@MAILRU

Lr 2 Moneb3osatens 1 (ucnonwsyerca)

Caiit smartinf.ru 6e3 cripoca co3zai B IpaBOM BepXHEM Y1y Opay3epa CBOK BKIAJKY: IIEIKaeM
10 HEeW ITpaBoy KJ1aBulle MbIIHN — “OTKPENUTh BKIAAKY

@ |1 Anaexe x W\

Fosas sknaaka Ctri+T

= Mepesarpysnte Ctri+R

Aybnvposats

3aKpoITh BKAAAKY Ctri+W

B opaysepe Internet Explorer 3axonum B “Cepsuc — CBoiicTBa Opay3epa — Bkiaaka Oomume”. 31ech
nponuckiBaeM JlomariHei ctpanuiei — yandex.ru:

CsoiicTtea 6paysepa ?
| Conepwarme J: Moaxmoverms | Mporpammsi |  Jomonrwrensto ‘
Obuwe | BesonacHocTs | KondumeHwansHocts |

[oMalHss cTpaHuua

YTobbl CO3AETH BKNAAKM AOMALHMX CTPaHUL, BEEaUTE
Ka&XAblit M3 3APECOB C HOBOI CTPOKM.

< yandex.ru )

Tekywas | | Wcxoanas | | Mcionb30BaTb HOBYIO BKNGAKY 1

ABTO3arpyska

(C) HauMHaTb € BKNaNO0K, OTKPLITHIX B NPEABIAYLLEN CEaHCEe

(®) HaunHaTb C AOMaLLHEN CTPaHLL|

B 6Opaysepe Mozilla Firefox skmem B mpaBom BepxHeM yrily KHOMKY “OTKpBITH MEHIO” — 3aTeM
BeIOMpaeM “Hactpoiiku”. 3neck Ha Bkiaake “OcHoBHBbIE” MeHsIeM JloMalHiO cTpaHuily Hayandex.ru:
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OCHOBHbIE OCHOBHble

3anyck
Bcerzia nposepATs, asanetca nv Firefox sawmm 6paysepom no ymony

Firefox He aBnfAeTca Bawmm 6pay3epomM Nno yMon4aHUIO

Mpu 3anycke Firefox:| TlokazaTe AOMALUHIOK CTPaHWLLY

[omatunas crpanvua) yandexru | €=

Wcnonb30BaTth TEKVILVID CTDaHMLY

Ha Bxnaake “Tlonck” BEIOMpaeM MOMCKOBYIO CHCTEMY 10 YMOJTYaHUIO SIHIIEKC:

OcHoBHbIE I_IOMCK

MNMowuckoBasa cucrema no yMon4YaHUo

BoibepuTe NOUCKOBYHO CCTEMY MO ymoAadaruio. Firefox u
HauyanbHOW CTpaHuLe.

A Axpexc Y
B Google

@ DuckDuckGo
teTe Cpasy Xe Npovu3BecT

o OZON.ru

I[Tocne aTOrO BBEpXY CIIEBa 3aKpBHIBAEM BKIIAJKY, KOTOPYIO co3jai caifit smartinf.ru:

Qaiin [lpaska Buwa Xyprnan 3aknagku WHctpymenter Cnpaska

)ik Hacrpoiiku X .‘\\ +

' OBHOBUTL BKN3AKY
eral
OtkpenuTe BKA3AKY

. Mapker | | Hosocti

D

*‘ HQPEMECTMTb E HOBCE OKHO

OBHOEWNTE BCE BKN3AKMN

BoCCTaHOBUTE 323KPbITYH BKN3AKY

|| 3aKpbITb BKI3AKY IF H O B H bl e

B Opaysepe Mozilla Firefox maxe mociie 3Toro He XoTena MEHATbCS CTApTOBAasi CTPAHUIA: BMECTO
Sunexca kaxapii pa3 oTkpeiBaicsa calT smartinf.ru. Ecim Tak, To He0OX0oauMO caienarh CleayroIiee:

Baiitu B manky  mpodwuias, — KoTopas  pacrmomokeHa — mo  myrtd: C:\Users\Hms
none3oBaresi\AppData\Roaming\Mozilla\Firefox\Profiles\nazpanue u3 0yks u mudp.default.

OTKpBIB MaIKy, HaX0AuM 37eCh (aiir USer.js:
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“ SN

bl [ W= gj57x3yz.default
m FnasHas MogennTbea Bug ~ @
L:g. % ‘ﬁ MepemecTUTe B ¥ 7( Yganute v L j‘ lq_—‘% LJ E ¥ m BRASNTS Bre
W o B L % B 55 CHATb BEigeNeHNE
Konupogats Bcrasits @ | | {1 Konuposate 8~ =] Mepeumerosats C::ﬁz;b C5°’:‘T33 & s
Bydep obmeHa /NopagounTe Co3aats OTKpEITE BoigenmTe
| (9 - 1 Ij <« Mozilla » Firefox » Profiles » gj57x3yz.default I v ¢ Mowck: gj57x3yz.default O
Y Vs6pantioe Wrna . ,'L'Alar‘a u?mertvemm Tmr_n ) ) Pazmepl . o
- || rds.sqhite U1.0b.2015 T0:58 @ain "SULIE Y92 Kb
e Sarpyn || revocations.bt 040620151520  TeKcTosbili AOKyM... 1KB
£ Hemoune MECTa. 1) corehjson 040620151113 ®aiin "JSON* 88 Kb
i e e || search-metadata,json 04.06201514:44  Oaiin "JSON" 1KB
%) secmod.db 04.09.2014 9:32 Data Base File 16 Kb
o) fowsisigi vy || sessionCheckpoints json 040620151520  Oaiin "JSON" 1KB
| T |_| sessionstore.bak-20140923175406 25.09.2014 16:22 ®aiin "BAK-20140... 42 Kb
| = || signedinUser.json 20.01.2015 14:06 Daiin "JSON" 1KB
G" s || SiteSecurityServiceState.txt 04.06.2015 15:25 TekcToBbii AOKYM... 5KB
|| Telemetry.FailedProfileLocks.txt 04.06.2015 14:25 TeKcToBbIA ACKYM... 1KB
| times.json 04.09.2014 8:32 ®Qaiin "JSON" 1KB
| | users 04.06.2015 10:42 Bain "IS" 1 Kﬂ]
| || webappsstore.sqlite 04.06.2015 15:14 Qaiin "SQLITE" 9504 KE |
|| webappsstore.sqlite-shm 04.06.2015 153:20 ®aiin "SQLITE-SH... 32 Kb
|_| webappsstore.sqlite-wal 04.06.2015 15:21 ®ain "SQLITE-W.., 129 Kb
|| xulstore,json 04.06,2015 15:20 Daiin "JSON"
l <
|‘ 3nemenTos: 67  BeiBpad 1 anement: 294 Gair

OTkpbIBaeM ero ¢ nmomolbo biokHoTa.

Y MeHsl B HeM ObLTa CTpOKa ¢ BeO-aapecoM, KOTopas U BO3BpaIiaia KaKaplid pa3 caiT smartinf.ru B

Ka4dCCTBC ,HOMaHJHCﬁ CTpaHUIIBIL:

E

user.js — bnokHoT

\Qaﬁn Mpaska ®opmar Bug Cnpaeka

l/s:
* Mozilla user config file
* Always enable SbisPluginClient
2
user_pref("plugin.state.npsbispluginclient”, 2);

user_pref("browser.startup.homepage”, "http://dcura.ru/?

utm_source=startpage@3&utm content=b2aca48e2aBb9e995fc6flcdbfBle2ee");

user_pref("browser.startup.page”, 1);

Huuero B aToM daiine He MEHsIEeM — a MPOCTO €ro YAaJsieM:

|_| signedin Cozpate apabik LIS 14:06 ®aiin "JSON" 1 Kb
|| SiteSecu l ~ Ypanute I 515:51 TexcToBbIi 4OKYM... 5Kb
| Telemet: ! Mepenmeroeats 514:25 TEKCTOBBIW AOKYM... 1KB
|| times,jsa . 14 9:32 ®aiin "JSON" 1KB
] CeoiicTea —
| userjjs 510:42 Daiin "JS" 1KB
| webappsstore.sqlite 04.06.2015 16:00 ®ain "SQLITE" S 504 Kb
|| webappsstore.sqlite-shm 04.06.2015 15:2 ®aiin "SQLITE-SH... 32KB

3arem cHoBa 3amyckaeM Opaysep Mozilla Firefox — B HacTpoiikax B mocnemHuil pa3 3amaem
JoMalHioro crpanuiy: yandex.ru. I[Tepesanyckaem Opay3sep — Tenepb BCE JODKHO OBITh B TTOPSIIIKE.
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Ecmu u 3T0 HEe MOMOTJI0, TO B 3TOM jKe marnke npodus Haiaute daiin prefs.js u orkpoiite ero ¢
noMoupto biokHora:

IR L= gj57x3yz.default = el
m [nasHas Mogenutbea Bug & 0‘
' 5 = X = -

=| | a |l Nepemecrute e~ X Yaanute ~ | l A ‘L“‘ [ } - Bl Bugenums sce
— S = ——:1' @ 1o CHATB BEIAENSHNE
Konuposath Bcrasute & v ) Cospate CeoMcTBa :
aBHTE & | 5 Konuposate B =l MepeumeHoBaTh i " P B8 G6patTs BHAEAeHIe
Bydep obmeHa YNopagoynTh Co3aath OTKpLITE Bolgennts
 © » 1|l « Mozilla » Firefox » Profiles » gj5Tdyzdefault | v & TMouck gjshdyz. P
»
I 3 3 A
X Vis6pantioe Wimaa ,Jafa mMEHefmsl T.nn _ Pazmep
|| permissions.sqite USLUD.LU1D 1UH1Y wann SULItE 04 Rb
® 3arpysku || places.sqlite 04.06.2015 17:25 ®aiin "SQLITE" 71680 KB
El Hegasnue mecta [ oo calite-shm 04.06.2015 16:09 ®aiin "SQLITE-SH... 32K6
B Paboymiicron (] places.sqlite-wal 0406201517:25  aiin "SQLITE-W.. 33KE
|| pluginreg.dat 01.06.2015 10:58 ®aiin "DAT" 7Kb
Y Jowarunan rpynna | prefsjs 04.06.201517:21 Daiin "JS" 37KE|
| rds.sqlite 01.06.2015 10:38 Daiin "SOLITE" 992 Kb
i
0T ¥oMOsiaTep || revocations.bxt 04.06.2015 15:20 TekcToBbIi AOKYM... 1KB

B otkpsiBieMcs (aiisie 3aiiaurte B ctpoke MeHio B “IIpaBka — Haiitu — BBemute ciioBo homepage —
3aTeM HaXXMHUTE KHONKY “Haiitu nanee”:

4 prefs,js — BaokHoT - O
®@aiin [lpaska ®opmar Bug Cnpaska
# Mozilla User Preferences A
/* Do not edit this file.

k3 -

- X

* I Haiw - tion is running,

*-th on exits.

% Yro: Ihomepagel | I Haitw nanee I

* Ta Hanpasnerue Omvena sit the URL
about . p !

*/ [ ]Cyserom pericpa (_)Beepx (@) Bhus

user

VY mens 3aeck nocne https npormcan agpec www.yandex.ru. Eciu y Bac B 9TOH cTpoke Oyaer
NPOTKCaHa KaKas-TO epyH/ia — 3aMEHUTE €€ Ha TOT JKE aJIpeC, YTO U Y MCHSI:

E| prefs.js — BAOKHOT - 8

aiin ﬁpasxa 7®opmar Biwgizﬁpaaxa

user_pref("browser.search.countryCode"”, "RU"); A
user_pref("browser.search.highlightCount™, 2);
user_pref("browser.search.isUS", false);
user_pref("browser.search.region”, "RU");
user_pref("browser.search.selectedEngine”, "Mouck@Mail.Ru");
user_pref("browser.search.useDBForOrder”, false);
user_pref("browser.sessionstore.upgradeBackup.latestBuildID",
"20150525141253");

user_pref("browser.shell.checkDefaultBrowser"”, false);
user_pref(“"browser.slowStartup.averageTime"”, 2213);
user_pref("browser.slowStartup.samples”, 3);

user_pref("browser. startup.", "https://wwi.yandex.ru/");
user_pref("browser.startup.homepage override.buildID", "20156525141253");
user_pref("browser.startup.homepage override.mstone”, "38.8.5");
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