YTo penarb, €CNiM HUKaK He 3aUTU B KOHTaKT?

Bac moutoBmi Bupyc. JlocTym K caiitam 3a0IOKHpOBaH, U Ha MOHHTOPE HAJIMUCh «OTIIPABbTE
CMC...». Windows niepeycTaHaBIlBaTh HE CTOMT, €CTh METO/IbI ITPOIIIE.

Kak pabomaem supyc?

Kaxnprii caiit B mHTEepHETE MMeeT uMs u [P-anpec u3 mudp. B Windows ects ¢aiin «hosts», B
KOTOPBI BUPYC BIMCHIBAET Ha3BaHUS CalTOB, KOTOPbIE XOUeT 3a0JI0KHpOBaTh, U MprcBauBaeT um IP-
azpeca cBomx caiToB-(panpmmBokK. Korma BBl BBOAMTE B aapecHOi cTpoke «vk.com» wim
«vkontakte.ru» Opay3zep mepexoIuT Ha CalT, KOTOPbIA BHUpyc mpomucan B ¢ain «hosts»y. UToObr
MIPOBEPUTH, TOYHO JIU MpoOJIeMa B ATOM, BBEJUTE B aJJPECHOM CTpoKe Opay3epa BMECTO UMEHH caiTa
ero [P-ampec: 93.186.225.211, sto anpec konTakTa. Ecmi BKoHTakTe OTKpBIICS, HIEM JajbIIle.

BapuaHmbl, ecsiu HUKaK He 3alUmu @ KOHmakm:

BoccranaBiuBaeM crcTeMy U3 TOYKH BOCCTAHOBIICHUS

Bpyuanyto penaktupyem uinn 3aMmensieM ¢aiin «hosts» — camblif MPOCTON MyTh.

C nmomosto 6ecraTHol mporpamMmMel AVZ — npocToii crnoco0, HO Ha/I0 cKavaTh MPorpaMMy

C nmomompio OecrmatHbix  mporpamm  Malwarebytes, Anti-Malware wmm  DrWEB
Curelt! ckanupyewm I1K Ha BUpYCHI.

[IpaBuM peecTp — IOTIOTHUTETBHAS MEPa, €CIIH BBIIIE TIEPEUNCICHHOE HE TIOMOTaeT

e lcnonp3yeMm crienualibHbIA CKPUIIT — €CJIM HUYETo He TIOMOTJIO

Ans peweHusi npobnems! ucnonb3yem npospammy AVZ

o PazapxuBupyiite ¢aiinsl U 3amycTuTe avz.exe

e OrtkirouaeM ycTaHOBJICHHBIN aHTHBUPYC. B MeHIO «AVZGuard — Brmounts AVZGuardy.

o Jlanee menro «AVZPM — YcTaHOBHTH JipaiiBep pacliipeHHOTO MOHUTOPHHTA TIPOIIECCOBY.

e B meHnwo «®aiin — BoccTaHOBIEHHE CUCTEMbBD) CTAaBUM TajlOUuKW Ha myHKTax 3, 6, 11, 13, 17, 20.

e JKmem «BbIlonHUT, OTMeueHHBIE omepauun». I[lepesarpyxaemcs, npobdieMa JOJDKHA
HCYE3HYTb.

r — ™
B Boccranonnenues nactpoex cucressl -~ =)

1. Bococrasosnenue naparMeTpoe 3anycka exe, com, pif gpannoe
2. Copoc HacTpoeK NpedHKCoB NPOTOKONOE Intemet Explorer Ha cTaMnapTHee
V' 3 Boccrasoenesue CTapToBOM cTpasuue Intermnet Explorer
4 Copoc HacTpoek noucka Intemet Explorer Ha cTaHaspHee
5. Boccranosnexue HACTROEK pasoyero cTona
¥ 6. Ynanenue pcex Policies (orpasnueHi) Texyiierc nons20eaTans
17, Ynanexue CoOSWEHWA. BHBOAMMOTD B xoae WinLogon
' B. BoccTanDBNEHME HACTPOEK NPOBOAHUKA
' 9. YneneHHe 0TNOAYMKOE CHETEMHLIX NPOUECCos
10. BoccraHopneHue HacTpoex 2arpysxu & SafeMode
¥ 11. Paz6nokupoBxa AMCneTyepa 3snauq

W12 OumcTre CRUCKE UrHDPUPOBaMg YTUnuTe HijackThis
413 DuncTRa gisina Hosis

14 AsroMaTHUeckoe ucnpaeneHue Hactpoex SPILSP
15 Cepoc wactpoexk SPIYLSP u TCRAP (XF+)
16. BoccradoBneuue kxnowa 2anycxa Explarer
V' 17. PassnorkupoBxa peaaxTopa peecrpa
118 Nonroe nepecozasHue HacTpoek SF (onacko)
119 Ouncrures knouu MountPoints & MountPoints2
¥ 20. Hacrpoiku TCPAP: YaanuTe CraTudeckie Mepupyrel
21. 3armenute DNS ecex noaknwyenui wa Google Public DNS

21 BunoNHUTE OTHEUEHHKE ONepaLMM | X 3oxpus | |

A

.



http://it-like.ru/kak-zapustit-vosstanovlenie-sistemy/
http://it-like.ru/kak-udalit-virus/
http://it-like.ru/kak-udalit-virus/
http://it-like.ru/wp-content/uploads/files/avz.zip

PeMoOHMupyemM KOHmMakm epy4HYro

Wném B manky «\WINDOWS\system32\drivers\etc\».

OTkpbiBaeM B O510KkHOTE (aiii «hostsy.

[Ipomyckaem Bce CTPOYKM HAUMHAIOIIKECS C # M CMOTPHUM, YTOOBI KpOME HHUX ObLIa BCETO eIié
1 crpoxka: «127.0.0.1 localhost». Eciu ecth apyrue 3anucu — ynajusieM uX U coxpaHsieM Qaii.
Moskere mpocTo B3siTh HOpMaibHBIN NOSES 1 3aMEHHUTH UM CBO¥I ((haii B apXuBe).

Ecnu B mamnike ectb apyrue daiinbl «hosts.*» — ynansgeMm ux, 0cTaBisieM OJUH 0e3 pacIiIupeHusl.
Ecmu aiin «hosts» nmpaBuibHBIN, a mpobiema ecth, HaxumaeM «llyck — BwIMmOMHUTEY U
BBOJUM «route —fH»

[Tepesarpyxaemcs

Ho ecnu Bupyc cuuT B maMsTH U MIPOINKCAH B aBTO3arpy3Ke, OH CHOBA U3MEHMT (haiiil.

Jleyum 1K 6ecnnamHbiM aHmusupycom Malwarebytes’ Anti-Malware

CkaunBaem nporpammy Malwarebytes’ Anti-Malware, pacrniakoBbIBacM U yCTaHABIHBAEM.
Cornamraemcs ¢ mpoOHBIM IEPUOIOM UCTIOIb30BaHMs HaxkaTueM «HauaTh mpoOHBIi epuo.
CkaHupyeM KOMIIbIOTEp B pexknume «bbicTpoe ckaHupOBaHUE» U Mepe3arpyKaemcsl.

Ecnn e momoriio, nenaem «IlostHOE ckaHUpPOBaHKE», HO JIydIIe (XOTs JIOJIT0) Cpa3y MOJHOE.

Ecnu e momorsio, eunm antuBupycom Kaspersky Antivirus Removal Tool, a ayqme DrWEB

Curelt!, on paGoTtaeT B 3alIMIIEHHOM PEXHUME U JICUUT BUPYC, TaXKe €CIIU TOT CHPATAJICS B MAMSITH.

lpasum peecmp

Bupyc Mor noMeHATH pacnoJio:keHue ¢aia «hosts» mo ymoa4anuio, 4To0bl HCIPABUTD:

Peectp: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters
CnpaBa naxomuM mapamerp DataBasePath u mpoBepsem ero 3uauyenue. Ecnu Tam He
«%SystemRoot%\System32\drivers\etcy» uro-to Apyroe, To MEHsAEM Ha TO, YTO 5 HAITKCAIL.
YroObl HE JIe3Th B peeCTp MOKHO ckauaTh (aitn hosts_path.zip, pacnakoBaTth u 3aIllyCTUTh €T0.
[Tepeszarpyxaemcs.

Ucnonb3yem crnieyuanbHbIU CKpUnmM, ecsiu He 3almu 8 KOHMaKm:

CkaunBaeM nporpammy uVS, pacrnakoBbIBacM, OTKIIOYaeM AHTUBUPYC U 3amyckaeM Qaiii
start.exe (ue mytartsb c startf.exe).

Bri6upaem «3anycTuTh O/ TEKYIIUM HOJIb30BATEIEMY.

Komupyem IIKM B Oydep obOmena texct («BAII JIOI'MH» mensiem Ha CBOM, KOTOpBIH
WCIIOJIb3YeTCs TSl BXOJA B cUcTeMy, HanpuMep «alex gk», «vasyany, «aAMHHHCTPATOP):

;uVvVS v3.74 script [http://dsrt.dyndns.org] ;Target OS: NTv6.1

delall %SystemDrive%\USERS\BALLI JTOTMH\APPDATA\LOCAL\TEMP\WRETS.BAT

deltmp
delnfr

regt 13
regt 14
regt 20
restart



http://it-like.ru/wp-content/uploads/files/hosts.zip
http://it-like.ru/wp-content/uploads/files/mbam.zip
http://it-like.ru/wp-content/uploads/files/mbam.zip
http://it-like.ru/kak-udalit-virus/
http://it-like.ru/kak-udalit-virus/
http://it-like.ru/kak-udalit-virus/
http://it-like.ru/wp-content/uploads/files/hosts_path.zip
http://it-like.ru/wp-content/uploads/files/uvs.zip

e Uném B MeHI0 «CKpHUNT — BBHIMOTHUTD CKPHUIT, HAXOAALIUICS B Oydepe oOMeHa. .. »

(4 [CAWINDOWS] uVS ¥3.74 Copyright (c) Kysnetoe [LM. 2009-12 [ dsrt.dyndrs org |
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Buinomure cxpunt is daina... MJ Yﬁﬂbluwmj
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c: v.ms\xwpoantocumoazmmvnuc:.
CH\USERSVIC|APPDATAYL OCAL TEMPICPUZ 130

C:WSERSIC\APPDATAY OCAL \GOOR E\CHROMEVAPPLIC. . D3PUT(A)  Adobe Systems, Inc
GOOGLEDESKTOP... C:\PROGRAM FILES\GOOGLE\GOOGLE DESKTOP SEARCH  NOJO3PHT(A) Google L'
GOOGLEUPDATE.EXE C:\USERS\IC\APPDATAY OCAL \GOOGLE Y PDATE NOAOWT.  Googe Inc.

C:WSERS\IC\APPOATAYLOCAL \(GOOGEICHROMEWSPLIC.,, NOAOIPUT(A) The ICU Project
LVPRCINIOLDLL C:\WINDOWS\TEMPY.OGISHRD NOAO3PUT(A) Logitach Inc.
N.SDATAOO09.DLL  C:\PROGRAM FILES\MICROSOFT OFFICE YOFFICE 12 NOAO3PHT(A) Mirasoft Corporaton

NPFREEMAKE.DLL C:\WUSERS\IC\APPDATARLOCAL\GOOGLEYCHROMEUSER ...  NOAO3PUT(A)

NPGOOGLEUPDAT... C:\USERS\UPOATUSUSER \APPDATAVLOCAL\GOOGLEWPD...  NOAOZPUT.  dain me maiinen "
NPGOOGREUPDAT... C:WSERSVUC\APPDATALOCAL\GOOGEYWPDATE\L3.21..., MNOAOZMT. Googe Inc,
C:\WINDOWS\SYSTEM32 NOAOZHT.  OB0 Software GmbH
C:WSERSUC\APPDATA LOCAL GOORE\CHROMEWPPLIC...  NOAOZPHMT(A)

DOCOVYI EMAM D FAISEDCA WADONATA U A AL V2 WD £ AWE LA DO 17 MONACATIAN

o KowmmnbioTep nepesarpyxaercs, CMOTPUM, YTO C MPOOIEMOH.



