«Bxoa B CncTtemMy He npounsBegeH nmMmsa nonb3oBaTesid UM NAapoJsib He ONO3HaHbI»

[Tocne o6uoBieHuss Windows mpu JocTyme K CETEeBOMY YCTPOMCTBY MOTYT BO3HUKHYTH
poOJIeMBI MPOBEPKU MOATUHHOCTH: JOCTYI 3anperieH win uto OC He yaaeTcst BXOJI 0Ib30BATEIS.

Hano B 7 cnenars aBropusanuto LM u NTLM u ceancoyio NTLMv2-GezonacHocTs:

[Tyck — Bemmonauts — gpedit.msc — Koudurypanus kommsiotepa — Konduryparms Windows —
[Tapamerper Ge3omacuoct — JlokanpHbie MOMUTHKH — Ilapamerpsl Ge3omacHoctu — CereBas
0€301acHOCTh: YPOBEHB MPOBEPKHU MoaymHHOCTH Lan Manager.

Bri6parp u3 Beimagaromero cnucka «Otnpasisite LM u NTLM — ucnonb30BaTh CEaHCOBYIO
NTLMv2-6e30macHOCTb MPH COTJIACOBaHUM» U miepe3arpy3uth [1K.

YcmaHoeka pedakmopa 2pynnosbsix noaumuk gpedit.msc Win 7 Home

Penaktop rpymmnoBeix monuTtHk (Gpedit.msc) — 3T0 cnenuanbHas mMmcC KOHCOJIb, KOTOpas
IMMO3BOJIACT yHPaBJIATh IMapaMCTpaMu CUCTCMBI ITYTEM PCAAKTUPOBAHUA MPCAONPCACICHHBIX HACTPOCK
— HOJMUTHK. DTO uHTepdeiic i ynpasieHus napamerpamu peectpa Windows, T.e. mo0oe U3MEHEHHE
MOJIMTUKKA BEACT K HM3MEHEHHWIO TOro MWIM HHoro kimoda B peectpe Windows 7. Ecte nmaxke
CrHelHaibHble TaOIUIBI COOTBETCTBHS MEXKAY MapaMeTpaMu IPYIIMOBBIX MOJUTUK U HACTPOHKAMU B
peectpe  (http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=25250). Bce
HACTPOMKHU, KOTOPBIEC 33/1al0TCS C MOMOIIBI0 Tpaduueckoil kKoHconu gpedit MOXKHO 3aJaTh BPYYHYIO,
HaWJIs1 B TaHHOM TabJMIle HYKHBIN KIIIOY PEecTpa.

Ho xoHConp ynpaBieHHs TPYNIOBBIMH TOJUTHKAMHU JOCTYIHA JUIIb B Bepcusax Windows 7
Ultimate, Professional u Enterprise. Eciiu nHabpate komanay gpedit.msc B Windows 7 Home u Starter,
TO MOSIBUTCS OIMMOKA, 9TO KOMaH/1a HE HaileHa — peAaKTopa IPYIOBHIX MOJUTHK B HUX HET.

Ho M0HO ycTaHOBUTH peiakTop TpynnoBbix noauTuk gpedit B Windows 7 Home u Starter!

YroOrl ycraHOBUTH gpedit.msc B Win 7 Home HyeH cnenuanbHblil HeopUIIMaNbHbIH maTy.

PacnakyiiTe u 3amycTuTe YCTAaHOBOYHBIH (pailsl ¢ mpaBaMu aAMUHHUCTpATOpA.

B 64-6utepix Home um Starter mociie yCTaHOBKM IMaT4a HAIO €Ile CKOMUPOBATh M3 IAINKU
Windows\SysWOW64 B manky System32: manku GroupPolicy u GroupPolicyUsers, daiin gpedit.msc.

YroObl OBIT JOCTYI K CETEBBIM MankaM, HaJ0 YTOObI CETh OblIa MPEANPUATHE HIIU JOMAIIIHSS.
B nacrtpoiikax cetu Hajo BKIIOUUTH «OO0MMA AOCTYM K (paiiyiaMm U mpuHTEpaM», OTKIIOUUTh «O01muii
JIOCTYIl C TapoJIbHOM 3alluTOW», BKIIOYHTH «56-OuTHOE wmmdpoBanue», paspemutb Windows
YIOPaBIATh NOJIKIIOYEHUSIMH ToMalHel rpynmnbl. OTpyOuTh (haiiepBod A JIOKaIbHBIX aJIpecoB.

ypOBHI/I IMPOBCPKHU NOAJIMHHOCTH THUIIA «3aIIPOC-OTBCT» AJIA pCTrUCTpaliud B CCTU Windows:

e LM (coBmectumocts ¢ Windows 9x) e NTLMvl c ceancoBoii 6ezonacHoctbio NTLMv2
e NTLMV1 — cogepXuT ynydiieHus e NTLMv2 — kirou 128 6ut. Pekomenmyercs!

ITo ymonmuanuto knuentckue 1K ncenonp3ytor NTLMv2 npoBepky NOAJIMHHOCTH CEPBEPOB.

DTO MOXXET BBI3BaTh Mpo0aeMbl. UTOOBI 000WTH 3TY IpoOIeMy B peecTpe:

1. HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\LSA
B obGnactu cBefeHuit qBaKIbI MieIKHUTE 3Ha40K mapamerpa LMCompatibilityLevel.
3. Bsecru B 3Hauenue qaHHbIX — THII 3HAYESHUS TOIXO SN I Bac 1 HaxkaTs OK:

N


http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=25250
http://winitpro.ru/wp-content/uploads/tools/gpedit/gpedit.zip

OTnpaBka OTBETOB
LAN Manager (LM) u
ot otBeTOoB NTLM

Knuentckum I1K otnipasiars orBetsl LM 1 NTLM u Hukorna He
MCIOJIB3YIOT ceancoByto 6e3omacHocTh NTLMv2. KoHTposseps
momeHa pomnyckarT npoepky LM, NTLM u nposepky NTLMv2

Otnpasnsate LM n
NTLM npoBepku u
6e3onacHocTb NTLMv2

Knuenrtckue 1K ucnonssyrot npoBepky LM u NTLM u NTLMv2,
eciu cepBep noaaepxkuBaer NTLMv2. Kontpoiuiepsl 1omMeHa
nomyckatot npoBepky LM, NTLM u NTLMv2

OTnpaBbTe TOIBKO
INTLM oTBeTHI

Kiuentckue 11K ncnonesytor Toapko NTLM u NTLMv2, ecin
cepep nogaepxxkuBaetr NTLMv2. KonTpoiuiepsl JoMeHa JOMYCKalOT
npoBepky LM, NTLM u NTLMv2

OTHpaBbTE TOJIBKO
NTLMv2-oTBETOB

Knuentckue 1K ucnonsiyroT Tonsko NTLMV2 u NTLMv2, eciiu
cepep nogaepxxkuBaetr NTLMv2. KonTpoiuiepsl JoMeHa JOMYCKalOT
nposepky LM, NTLM u nposepky NTLMv2

OTHpaBiIsiTh TOIBKO
INTLM oTBeTHI 1 He
nonyckaror LM

Knuentckue 1K ucnonssytot Toasko NTLM u 6e3omacHocTh
INTLMv2, ecniu cepsep noaaep;xxkuaet NTLMv2. Kontposiepst
nomeHa He nonyckaioT LM u nonmyckaror NTLM u NTLMv2

OTIpaBiIsATh TOJIBKO
NTLMvZ2-0TBeTHI U HET
npoepku LM u NTLM

Knuentckue 1K ucnonssytot Toasko NTLMv2 u 6e30macHOCTb
INTLMv2, ecniu cepsep noaaep;xxkuaet NTLMv2. Kontposiepst

nomeHa He nonyckaer LM u NTLM u nonyckaroT Toasko NTLMv?2

VPpOBHH MPOBEPKHU MOATMHHOCTH THIIA «3aIPOC-0TBET» Jis peructpanuu B cetu Windows:

e LM (coBmectumocts ¢ Windows 9x)
e NTLMV1 — cogepxuT ymy4iieHus

e NTLMv1 ¢ ceancosoii 0e3omacHoctero NTLMv2
e NTLMvV2 — xirou 128 6ut. Pekomenayercs!




